
 

A Basic Guide to Internet Security 
By Joe Pearson, Chief Technology Officer at The Financial Services Network 

For most, the thought of "hacking" seems to be solely related to computers 
and the internet.  However, with the advancements of technology and 
information security, it has become increasingly important for hackers to 
employ more aggressive measures for hacking their targets.  As such, the 
trends in "phone call phishing" and "mass mailing have greatly increased over 
the years. 

"Challenge Everything." - Joe Pearson 
It has been noted that the United States is one of the most “trusting” 

countries when it comes to personal data.  The use of club cards, and social 
media have made us prime targets for hackers.  When coupling this public 
facing information with poor security measures, we make ourselves available 
to hackers.  
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Social 
Engineering

The use of basic 
information and targeted 
lies to gain information 

or access. 

Phishing

Emails employing social 
engineering to thousands 

of recipients.  Often 
times linking to 

malicious content. 

Man in the Middle

Compromising a network 
connection to steal data 

by monitoring the 
network traffic. 



The Non-Technical 
Approach 
3 Simple Steps for Better Protection 

Ask Questions: 

One of the best things we can do to protect 
ourselves is to ask questions of those who we do not 
know or trust. By asking questions, we allow 
ourselves more time to determine whether or not 
the person we are speaking with can be considered 
a trusted source of information.  Consider asking 
questions that would qualify the person who you are 
speaking with. Ask for their company name, 
manager’s name, direct dial extension, company 
hotline, etcetera. The questions allow you to 
determine the credibility and knowledge of the 
person you are corresponding with. Always keep in 
mind, unless a company is or has sold you on a 
service, there is no reason for them to reach out just 
to “help” you, especially in matters of computers 
and viruses.  Often times hackers use emotional 
triggers and scare tactics to gain your trust. One 
common method is to contact the target and 
pretend that they are there to help the target 
remove or clean up their computer. No company 
would waste the money or labor helping a customer 
with a virus unless they were already paid to do so. 

Confirm 
Qualifications 

Once you have learned about the 
background and supposed identity of the  
person whom you are speaking with, it is 
important to take measures of confirming 
their identity. This means that we must take 
the time to go directly to the source of 
information such as the customer service line 
of the company they supposedly represent. By 
going straight to the source we can 
accomplish two things. First, we can 
determine the validity of what we were being 
told in our previous correspondence, second 
we can ensure that whatever potential, 
honest correspondence from said company’s 
core service staff will not get filtered out.  

When the correspondence asks you to  
click a link, simply hover your mouse over the 
link (blue text) and read the displayed link 
that displays above your mouse. This will 
allow you to confirm that the link is linking to 
a safe website as displayed on page 3. 

ASK 
Ask the suspect who 

they are, what they want, 
who they represent. 

1
CONFIRM 

Contact a trusted source 
to confirm the suspects 

legitimacy.  

2
REMOVE 

Block all methods of 
contact once they have 

been confirmed as a 
hacker. 
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The Pitfalls of Social Media 
Although social media offers numerous ways for us to stay connected with friends, 
family, and social news, even sites like Facebook, Twitter, and LinkedIn must be 
approached responsibly. 

Did you know that nearly 20% of ads on Facebook lead to malicious content, including 
viruses?* It may seem strange,however, hackers rely on social media sites to allow users 
to let their guard down. Giving people insight into your life can be a dangerous practice. 
Try to avoid telling people when you are on vacation, what you family history is, or even 
what is happening within your family. Hackers use these details to bypass your defenses 
by simply sounding like they are someone you may know.  

*Statistic derived from “Scams and Spam to Avoid on Facebook”, Candid Wuest Principal 
Software Engineer, Forwarded by the Facebook Security Team

Confirm Qualifications, 
Cont. 

If you are still unsure of the safety of a 
website that you are being led to, consider 
copying the URL and pasting it into a site advisor 
website such as Norton SafeWeb (https://
safeweb.norton.com).   

Here we can at least check for reported issues, 
malicious content, or potential community 
warnings.  

This extra step can mean the difference between 
five extra minutes of potential inconvenience, 
and thousands of dollars in potential theft or 
damage. 

Remove Yourself 
Once you have determined that the person 

who contacted you was a scammer, it is 
important to take measures toward blocking 
them from accessing you, or those in your 
direct family or organization. By making a 
note of the scammers phone number, email, 
and other contact methodologies, you can 
now simply have your service provider filter 
out their correspondences moving forward. 
By doing this, we ensure that others around 
us don't fall into the trappings of a hacker. 

The Technical 
Approach 

A few hints for staying safe with 
technology. Convenience will always create 
opportunities for hackers to gain access to 
data. As such, it is our responsibility to patch 
the holes created by these conveniences. 
Considering that the vast majority of our 
interactions with companies, family, and 
colleagues is run through the internet, it is 
important that we take the time to ensure 
that we are secure.  

On pages 4 & 5, there are the top six tips 
for staying safe on the internet. 
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1. Use AntiVirus
Always arm yourself with the most up to date

antivirus, anti-malware, and firewalls when using 
a computer. Consider utilizing software such as 
AVG, Kaspersky, or WebRoot. AntiVirus does not 
do everything, however, it does greatly decrease 
the risks that come with utilizing the internet. 

2. Use a VPN
Whenever utilizing the internet, there is a

possibility for a Man in the Middle attack or 
MITM Attack. These attacks make it possible for 
hackers to watch what you are doing on the 
internet or even hijack your accounts while you 
use them. By using a VPN your connection to all 
internet based services are encrypted and 
protected from being watched by hackers on 
your network. Some VPN services worth 
considering are IPVanish VPN, PIA, TorGuard, 
and ExpressVPN. 

3. Use Strong Passwords
Strong passwords are the cornerstone to

having a protected and safe presence on the 
internet. Avoid using names, common words, 
things that are commonly known about you such 
as favorite teams or pets, etcetera. Consider 
using randomized passwords or, at the very least, 
use phrases instead of words. Always include all 
of the following; numbers, symbols, upper case, 
and lower case letters. One method to better 
understand why we need strong passwords is to 
use a service like https: password.kaspersky.com. 

4. Back up all Important Data
With the rise in popularity of ransomware

viruses, it is imperative that we take the time to 
always backup important data as often as 
possible to ensure we do not lose crucial or 
personal documents, videos, or pictures. Viruses 
that utilize ransomware essentially encrypt your 
data and force you to pay in order to get your 
data back. 

“Convenience will 
always create 

opportunities for 
hackers…” 

One of the best methods for reliable and 
constant data backups is to utilize software like 
Carbonite (http://www.carbonite.com) or 
MozyPro (http://www.mozypro.com). Software 
like this works constantly in the background to 
ensure that it is collecting the most recent 
versions of your data over the internet, then 
stores a copy on a secured cloud server. 

Want to know more about 
password safety? 

http://passwordday.org/ 
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5. Update Your Software
Because the landscape of data security is

constantly evolving, so do the standards utilized 
by software vendors, this is especially true for 
operating system developers such as Apple and 
Microsoft. As new exploits and backdoor hacks 
become known in the hacking community, 
software developers are expected to close these 
gaps as quickly as possible as a means to protect 
their users as well as themselves. When 
companies begin falling behind the trends their 
fate is generally sealed as a service provider. One 
current example of this is Yahoo! which has been 
the source of more than 1 Billion compromised 
email accounts in the past year according to the 
New York Times. 

6. Stay Up To Date On Trending Hacks

While it is much easier to cross our fingers
and hope that we are never targeted by a 
hacker, scam artist, virus, or phishing scam, 
there is a high likelihood that, at some point, we 
will become the target. As such, one of the best 
things we can do to protect ourselves is to 
simply know the current techniques that hackers 
are utilizing to steal data from other people. 

“To know your Enemy, you 
must become your Enemy” 

- Sun Tzu

One of the easiest ways to accomplish this is 
to simply pay attention when hacking news 
finds it’s way onto our news papers. By simply 
knowing what to look out for, we can better 
prepare for the numerous possible variations a 
hacker may try to employ when targeting us. For 
more in depth news, you may want to consider 
subscribing to a hacking news site like (http://
thehackernews.com) which offers high level 
overviews of potential threats along with 
potential fixes. 

Is Public Wi-Fi Safe? 
One of the most dangerous things you can do is use public Wireless Internet like Starbucks, 
or hotel provided internet. Consider this, every time you are connected to wireless internet 
that you have not personally ensured is secure, you may be allowing a hacker to watch and 
gain access to every website that you browse. Man-in-the-Middle attacks allow hackers to 
utilize a technique called Side-Jacking, which allows them to use the cookies that 
authenticate your connection to a website such as facebook.com to trick the server into 
thinking that they are you. One way we can avoid worrying about what network we are 
connected to is to utilize a VPN service as mentioned in page 4. VPN services create a secret, 
encrypted tunnel that runs all of your internet access through a secure server where hackers 
can't watch you. 

*The company names or links mentioned herein was for educational purposes only and not an endorsement for their
products or services.  Diane L. Woodward, CFP® is a Registered Representative with, and securities are offered 

through, LPL
Financial.  Member FINRA/SIPC. 
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