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As smartphones, tablets and home computers have become 
our favorite tools for connecting with the world, so too they 
have become a criminal’s favorite tools for stealing our 
identity and our money. It used to be you could only get 
mugged on the street corner—now it can happen in your 
own home simply by logging in.

The Federal Bureau of Investigation’s Internet Crime Com-
plaint Center reports that victims of Internet-related crimes 
reported losing $1.3 billion in 2016—and Illinois is one of 
the hardest hit states. The Land of Lincoln ranked sixth, 
with $32.9 million in reported losses.1

Overall, social media was the preferred medium for fraud, 
and people over 60 made up the largest group of victims.1

“With each passing day, cyber intrusions are becoming 
more sophisticated, dangerous, and common,” Scott Smith, 
assistant director for the FBI’s Cyber Division, wrote in the 
center’s 2016 annual report.1

Your privacy is stolen by an email that looks like it’s from 
a trusted friend, a pop-up that urges you to click on a link 
to get a required software update, or from a distant hacker 
monitoring your coffee shop’s public Wi-Fi.

The Citizens Utility Board (CUB), one of Illinois’ premier 
consumer watchdogs, focuses on utility-related issues, but 
it is always concerned with pocketbook issues—and digital 
privacy is a pocketbook issue. 

This guide distills hours of research, showing consumers 
commonsense, every day tips they can employ to pro-
tect their privacy on the Internet, and, thus, protect their 
money.
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Note from CUB

Amid major changes in the telecommunica-
tions industry, thanks to the explosion of 
the internet, CUB saw the need for a pub-
lication that would sift through technical 
jargon and present an easy-to-understand 
introduction to online privacy.  
This is meant to be a starter guide used in 
conjunction with other resources. The online 
world changes often, so you should do more 
research to stay current. 
CUB does not have the resources to perform 
tech support, so if you have questions and/
or computer problems, we encourage you to 
consult with your: 

● Computer manual/manufacturer; 
● Smartphone manual/manufacturer; 
●  Mobile carrier; 
●  Internet Service Provider;  
●  Local computer repair service;  
●  Knowledgeable friends and family. 

Thank you!

The FBI reports that Illinois is one  
of the states hardest hit by Internet crimes,  

with $32.9 million in reported losses.

Privacy is a pocketbook issue

- $32.9 million
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Strengthen your passwords

Website:

________________________________

Password: 

________________________________

Username: 

________________________________

Additional information:

________________________________

________________________________

Password Reminder

See the “Helpful Resources” section for a great 
way to create a completely random password.

A survey by SecureAuth Corp. found that people were twice 
as concerned about somebody stealing their personal infor-
mation than their wallet—and yet 81 percent also said they 
used identical passwords for multiple online accounts.2

Don’t do it! Hackers use password-detection software that 
can quickly run millions of combinations of names and sym-
bols, so having strong passwords is key. 3 The secret, wrote 
security expert Richard Barnes, “is a whole lot of random-
ness.”4

Good “password hygiene” 

Don’t make it easy. Avoid common words and numbers 
connected to you—your name, birthday and phone num-
ber—as well as the easily hacked “1234” and “qwerty.” 5 

“Longer is stronger,” says the Federal Trade Commission 
(FTC).6 It recommends passwords at least 10 characters 
long. Include symbols, numbers and capital letters, but not 
in typical places, such as the beginning or end.7 

One former hacker recommends using a passphrase. Don’t 
use a famous saying (“To be or not to be), but something 
unique to you, such as “Uncle George is my #1 relative.”3

Don’t email or text passwords, or say them over the phone.7 

Avoid storing passwords on a computer or device protected 
by those passwords. While it may seem counter to past ad-
vice, the Electronic Frontier Foundation says it’s fine to write 
them down, because “you’ll at least know if your written 
passwords go missing or get stolen.”8  Consider using the 
“Password Reminder” like the one below, kept in a secure 
place like your wallet. (Not under your keyboard.)4,9,10  

Alternatively, use a password manager application. These 
apps generate strong passwords for all your accounts and 
“encrypt” them, making them unreadable to anyone else. 

To access them, you just need to remember one mas-
ter password. Examples of these apps include LastPass, 
Dashlane, RoboForm, and Password Boss. Search online for 
“password manager reviews” to find one you like.3,9,11  

Consider two-factor authentication. Two-factor authen-
tication (2FA) means if you want to login to your account 
you need to give a password and another piece of infor-
mation. That second piece could be a code texted to your 
phone, or a random number generated by an app. It’s an 
extra layer of protection in case your password gets hacked. 
Google, Apple and many bank accounts offer 2FA.10 See a 
list of websites that support 2FA at twofactorauth.org. Read 
the Electronic Frontier Foundation’s blog for set-up instruc-
tions in this guide’s Helpful Resources section.12 

Set a password or personal identification number (PIN) to 
lock every device—smartphone, laptop, and tablets. Simi-
lar to the rules for a good password, PINs should be long—
four digits allow for 10,000 possible combinations, but six 
digits allow for a million possible combinations. Never use 
0000, 1111, 1212, and 1234, and don’t use your birthdate or 
any part of your Social Security Number.10

Be careful of security questions. Some websites may make 
you answer a security question to confirm your identity if, 
for example, you forget your password. Many times the 
typical answers — such as your mother’s maiden name or 
a favorite pet—are easily harvested from social media or 
some other public platform. Experts advise making up fic-
tional answers that you can remember for those questions.4

2



4Internet Privacy: A Guide to Protecting Yourself Online

your account or warn you that your account has been “com-
promised. 

Don’t email personal information. Never reveal confidential 
account details in an email. An institution you do business 
with (Amazon, your bank, etc.) has that information already 
and won’t ask you to submit it in an email or web form.18, 19

Consider a backup email account. Set up a second free 
email account to use any time you’re unsure how a website 
will use your email address. That way any spam won’t 
invade your primary account.13

Read the privacy policy. Before giving your email to a 
website, read its privacy policy. Not having a policy is a big 
red flag. Does the group sell your email address to other 
groups? Also look for any pre-checked boxes that would 
sign you up for spam.13

Join a “do not email” list. The Direct Marketing Associa-
tion’s Email Preference Service, at DMAChoice.org, allows 
you to reduce at least some commercial emails. The list is 
good for six years, after which you’ll have to renew.20

Don’t publicize your email address online. “Spammers 
use the web to harvest email addresses,” the FTC says.21

Block spam. Email providers automatically send certain 
messages to a spam or junk folder, based on algorithms 
designed to detect unwelcome emails. See the “Helpful 
Resources” section to block spam that gets through filters.22 

Report it. Forward a phishing email to the FTC at spam@
uce.gov, to the business/organization that was imperson-
ated in the email, and to the Anti-Phishing Working Group, 
which is battling the scam: reportphishing@apwg.org. Also, 
file a complaint with the FTC at FTC.gov/complaint.19 

Spam’s not just for email anymore

You could get text messages trying to steal your 
personal information and/or install harmful soft-
ware. The FTC recommends:18

● Delete texts that ask you to confirm your per-
sonal information, such as account numbers and 
passwords. 

● Don’t reply or click on links in the text. 

● Never text sensitive information, like your Social 
Security number. 

● Copy an offending text message and text it to your 
carrier. For AT&T, T-Mobile, Verizon and Sprint 
text it for free to 7726 (which spells “SPAM”).

Keep your email safe

Rule Number One: If you’re not expecting an 
email that wants you to act, do not click anything.

Our inboxes overflow with spam: emails you didn’t ask for 
from people you don’t know. “Nuisance emails” pitching a 
product are annoying, but “phishing” emails are dangerous.13

Scammers use phishing to trick you into disclosing person-
al information such as passwords and credit card details. 
Imagine checking your email inbox one morning and see-
ing one of the following messages:

● A request from your bank to “verify” your account number.

● An unexpected hello from a friend, who asks you to look 
at photos of his kids, or invites you to view a document.  

● An urgent warning from “tech support” that your ac-
count has been hacked and you will lose vital information 
if you don’t immediately respond with your password.

● A tempting offer of easy money, or donation requests in 
the wake of a disaster.14, 15, 16, 17

Crooks use emails like this to “phish” for your information. 
They direct you to click on a link to enter sensitive info at an 
imposter website. Or they may get you to open a document or 
click a link that installs malicious software, allowing a crook to 
remotely control your computer and steal information. 

Use commonsense to fight this fraud: 

Think before you click. If you’re not expecting an email 
from a company or friend, and it requests an action—don’t 
respond. Don’t click on a link or download a file. The Privacy 
Rights Clearinghouse says clicking on a link or even opening-
spam could alert the sender that your email address works, 
inviting more spam.13  If an email raises questions, call the 
company or friend, to verify that the message is legitimate.15 

The same rules apply to “get-rich-quick” emails, donation 
requests, and “urgent” messages that threaten to suspend 
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Don’t get hooked by 

PHISHING SCAMS
Email crooks want to trick you into providing 
your personal information.  Watch for these  
signs that scammers are trying to reel you in. 

Scammers want you to think the 
phishing email is from a person or 
business you know, so you’re more 
likely to trust what the email says. But 
in this example, were you expecting 
a Sam’s Club credit?  What is a Sam’s 
Club “bonus”? Is that your Sam’s 
Club account number? Are you even 
a Sam’s Club member? Always err on 
the side of skepticism.

IF IN DOUBT, DO NOT CLICK LINKS OR ATTACHMENTS

Familiar sender, but 
unexpected content (1)

YourEmailAddress@gmail.com

An email from the real Sam’s Club 
would end just like their official web-
site: samsclub.com. So this strange or 
fake sender address is a huge red flag. 
Some fakes look like the real domain, 
such as paypal.au instead of the real 
paypal.com. Look carefully!

The sender’s email is not 
the official domain (6)

This is the goal of the phishing 
scam: getting your credit card num-
ber, password, or other information. 
Emails that use generic greetings 
or only an email address should be 
viewed with suspicion - the real busi-
ness will know your name!

Asks for personal or 
account information (4)

Legitimate businesses take care to 
make sure their communications look 
professional. Scammers don’t.

Grammar, spelling, or 
punctuation mistakes (5)

Phishing scams will urge you to act 
right away. Common tricks include 
claiming there’s a problem with your 
account, or too-good-to-be-true offer 
expires soon. 

Urgent or threatening 
tone (3)

Never open attachments unless you 
are sure they’re legitimate, and don’t 
click on links without checking them. 
Some attachments contain viruses, and 
some phishing scams take a previous, 
legitimate email and swap out the 
safe links for malicious ones. Hover 
your mouse over the link in the email 
to see the URL it would take you to. 
If it seems suspicious, don’t click it. 
Close the email, open a new browser 
window, and type the address for the 
real website before logging into your 
account. The official site will tell you 
of any problems or offers . 

Links to strange URLs,  
or attachments (2)

Strange signature or 
footer (7)

(1)

(2)

(3)
(4)

(5)

(6)

(7)

No contact information, 
only the link to log in (8)

(8)
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Protect yourself from harmful pop-ups, websites, and apps

Americans spend nearly six hours a day on their computers, 
laptops, tablets, or smartphones, according to research firm 
eMarketer.23As we browse the latest news, play games, conduct 
business, and catch up with friends on social media, criminals 
lay online traps designed to steal our personal information and 
money. 

Malware —also called “scareware” because it employs scare 
tactics — is shorthand for “malicious software,” and email is 
not the only way it can get into your devices.1

Say you’re surfing the Internet, and a pop-up appears on 
your screen. Using official-sounding language, it urges you 
to update to new “antivirus” software. You take the message 
at face value and click the link. But instead of helping to pro-
tect your system, the malicious software deletes important 
computer files, captures your financial information, or even 
tracks your keystrokes to determine your passwords.

Types of malware 

Ransomware. Hackers claim to lock down your computer, 
steal your information—maybe a social media password, 
financial details or key files—and demand payment before 
giving it back. The thieves may ask for gift cards or online 
currency like “bitcoin,” which helps assure their anonymity.  

Adware. Short for “advertising-supported software,” 
adware delivers malicious software through online ads. 
Common examples are pop-up ads on websites. 

Spyware. This software spies on a computer user’s activity, 
even tracking keystrokes to harvest passwords. 

Trojan Horse. This virus disguises itself as a normal program 
to trick users into downloading and installing it. Then a crook 
remotely accesses the computer, stealing data, installing more 
bad software, and tracking your computer activity.25,26

Identifying suspicious pop-ups 

Fraudulent pop-ups are designed to look like they’re com-
ing from your own computer. The FTC says beware if you 
see these pop-ups: 27

● Ads promising to delete viruses, protect privacy, remove 
harmful files, or “clean your registry.” 

● Alerts about malicious software or illegal pornography on 
your computer.  

● Invitations to download “free” games.

● Alerts that your security software is out-of-date and your 
computer is in immediate danger.

● An unfamiliar website that claims it ran a security scan 
and prompts you to download new software. 

What to do about pop-ups 

Don’t click anything in the pop-up (or banner ad). Don’t 
click the link, don’t click “No” or “Cancel” or even the “x” 
in the corner. Scam artists anticipate that move and hitting 
those buttons may activate the malware. It’s better to shut 
down your Internet browser, the FTC says. 

In Windows: Hold down the Control, Alt and Delete keys 
to open the Task Manager. Select the browser from the list 
of running programs and click End Task.

In a Mac: Press the Option, Command and Escape   
keys, select the browser in the list of programs and   
click the Force Quit button.27 

Don’t fall for “tech support.” Just as you should hang up 
on these callers, the FTC recommends ignoring such pop-
ups. If you think your software company has an alert, call it 
directly - but don’t use the one listed in the pop-up.28

Signs of a malware infection:

● Computer slows, freezes or crashes, won’t shut 
down, or restart.

● Unusually large number of error messages.

● You see a lot of pop-ups or inappropriate ads.

● You can’t eliminate unwanted software.

● Files are modified or deleted.

● Emails you didn’t write are sent automatically.

● New toolbars or icons appear in your browser or on 
your desktop.

● Your laptop battery drains quickly, and it’s not be-
cause of an old battery.

● Changes to your computer’s internet home page.

● Inexplicable changes in your browser, such as using 
a new default search engine or displaying new tabs.24,25
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Be wary of downloading “free” software. Pop-ups that offer 
free software are more likely to have malware.27

Pay attention to warnings. Browsers often have security 
scanners that warn you BEFORE you visit an infected web-
page or download a fraudulent file.24

Block pop-ups. Your web browser should block most pop-
ups already, but if you want to check you can find instruc-
tions at the “help” webpages of each browser (do an online 
search for the name of your browser and “help”).29

Identifying suspicious websites

A fraudulent pop-up or email may try to lure you to a web-
site designed to damage your computer or steal your per-
sonal information. These phony web addresses are almost 
identical to legitimate sites, like Microsoft or Chase Bank. 
Always study a website for these red flags.

No “https.” The Electronic Frontier Foundation calls this tip 
as “basic as putting on your seatbelt when you drive.” Only 
give sensitive information to websites in which the URL 
begins with an “https”—the “s” stands for “secure”—along 
with the padlock icon and/or green lettering. When you 
input sensitive information, such as a credit card number, it 
will be “encrypted”—converted into code and protected.30, 31

A caution from the FTC: Some fraudulent sites forge these 
security icons, and others use encryption only on the sign-in 
page. “If any part of your session isn’t encrypted, your entire 
account could be vulnerable,” the FTC says.32

The URL’s not quite right. The website’s URL may begin 
with “https” and look like a business, but be different in key 
ways. For example, the URL for Chase Bank is chase.com—

but an imposter could be chase-bank.com. If in doubt, open 
another screen and visit the business’ website yourself.33

Sloppiness. A fake website may have a terrible design and 
be littered with misspellings and bad grammar.33

Too desperate. A fraudulent website is desperate for you 
to take action—download a program, take a survey, watch 
a can’t-miss video or claim a free prize. But Komando.com 
says all of this could be a malware attack in disguise.33

Browse more securely with HTTPS

If a website doesn’t support https, then don’t give 
it any sensitive information.39 The free HTTPS Ev-
erywhere browser extension from the Electronic 
Frontier Foundation assures your connections will 
be encrypted when you connect to a website that 
supports https. It works with Chrome, Firefox and 
Opera browsers.10, 30, 31

“You know the old saying: If it’s too  
good to be true, it probably is.”

Scams:  There’s an app for that

An application, or “app,” is software that helps your mobile 
phone complete a specific task. You can play games, track 
the weather, locate your lost keys, and find your car in a 
parking lot.  But scam artists mimic real apps to trick you 
into downloading fraudulent ones to steal your information. 

Go big. If you want to buy an app, the big stores run by 
Apple and Google are probably safest, because they do more 
vetting and security checks, Mark Jones of Komando.com 
writes.34 Fakes can show up in the big stores too, so always 
follow the rest of these precautions.34,35

Beware of fake names. Overstock Inc. (fake) is NOT the 
same as Overstock.com (real), wrote Dan Graziano, of CNET 
News (cite). If you think an app might be a fake, do an on-
line search for the brand name in question and “fake app” to 
see if the company has reported being spoofed. 36

Beware of “free” apps. “Many free applications are actu-
ally malicious or virus software,” says AARP writer Noemi 
Garcia. “They are intended to help steal credit card, bank 
or other vital information about you.”37

Read the reviews. A real app could have thousands of 
reviews; an imposter may not have any. Be careful of spon-
sored reviews—where an app maker paid the writer—and 
remember reviewers can be wrong. Still, reading several 
will give you an idea.36  

Look at the app’s publish date. A real app will have an 
“updated on” date. Fake ones may have very recent dates.36

Spelling and grammar errors. Fake apps often come from 
scam artists who don’t have the English or editing skills of 
a professional business.36 

Beware unbelievable deals. “Apps that promise discounts 
are often fakes trying to steal your attention away from 
legitimate ones,” wrote Jean Folger in Investopedia. “You 
know the old saying: If it sounds too good to be true, it 
probably is.”38

If you’re worried about fake apps, close whatever webpage 
is asking you to download the app, visit the website of the 
actual app maker, and click on the download link provided 
there. That will take you to the real app sold at the big stores.39

6
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It happens. Despite best intentions, you accidentally clicked 
on a link in an email or in a pop-up, or you downloaded a 
fake app. Your privacy and security are at risk. 

Below are general guidelines on what to do, but CUB rec-
ommends consulting with several sources to determine the 
response that’s right for your particular situation.

Stop using the computer. Immediately disconnect from the 
Internet. If you are using a wired connection, unplug the in-
ternet cable (or Ethernet cord) from your computer. If you’re 
connected through Wi-Fi, locate the settings on your device 
and disconnect from your network, or go to your router and 
shut it off. This reduces the risk of malware spreading to 
other devices on your network and doing more damage.40

Change your passwords from a different, safe computer. 
Do this for all online accounts—email, online banking, 
social media, shopping accounts.41

Update your security software and run an antivirus scan. 
These scans don’t use the internet. Delete malware they 
find. If you don’t have an anti-virus program, download 
a free program, such as Malwarebytes. Even if you do 
have anti-virus software, run a second scan with a similar 
program. First, use a computer that hasn’t been infected 
to download the program to a thumb drive. Then install it 
on the infected computer and run a complete system scan. 
After the scan is done, follow the on-screen steps to clean 
up suspicious files. 24, 40, 42, 43, 44

Watch your credit report. Contact one of the three major 
credit bureaus and ask that a free 90-day fraud alert be 
placed on your credit report. Once you have notified one of 
the bureaus, they’re required by law to notify the other two 
on your behalf. This will make it more difficult for criminals 
to open new accounts in your name. The bureaus are:  

Equifax: (800) 525-6285 
Experian: (888) 397-3742 
TransUnion: (800) 680-7289

File a complaint with the Federal Trade Commission at 
FTC.gov/complaint.45 Note: The FTC warns paying the ran-
som doesn’t guarantee crooks will give your files back. 

Getting Help

If, like many people, you don’t consider yourself a techni-
cal expert, check if your computer is covered by a warranty 
with free tech support. Contact the manufacturer and have 
the model and serial number of your computer in hand, 
as well as any information about software you’ve installed 
and a clear description of the problem. Be specific, and 
write down your thoughts ahead of time.24 

Ask friends and family for help—maybe you have a tech-
savvy family member or neighbor, or somebody who can 
point you to a good professional.

Your computer’s infected. Now what?

If you do an online search for a local computer repair service, 
beware that scam artists may be lurking in the results. Search 
for the name of the repair service you’re considering and “re-
views” to see the experience other customers have had.24  

Technology author Tim Fisher says a lot of fixes you can 
do yourself. But if you can’t, there are simple tips you can 
follow to try to get a good repair service “Always, always, 
always get a specific referral,” Fisher writes.46, 47, 48

What questions should I ask?

If you do seek professional help for an infected com-
puter, ask these questions of a local computer repair 
service. If you don’t like the answers, call other re-
pair services.

● Can you save my important files?

● How long will it take to fix this problem?

● Do you charge an hourly or a flat rate? (“Don’t wait 
until it’s time to pay the bill to find out how much 
per hour you’ll be paying,” wrote Fisher. He said $50 
to $75 an hour is average.49)

● Do you have a minimum charge for quick repairs?

● Are there any other charges? (If the company 
charges extra fees, such as for travel time, get a list 
of them.)

● Do you charge extra for house calls?

Also, consider the age of your computer. Nobody 
wants to pay more for repairs than the price of a new 
computer.49 “Systems five years or older are often 
worth replacing,” wrote Angie’s List contributor Na-
thanael Terra, owner of a computer repair service.50  

7
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How do I protect myself on the go?

Public places, such as your local coffee shop, library and 
the airport, set up wireless Internet connections called 
“hotspots” that allow you to visit websites with your 
phone or tablet. 

If a Wi-Fi hotspot doesn’t require a password, it’s probably 
not secure. So while you can scan the Internet for news or 
visit your favorite webpages, it might be best to avoid do-
ing banking business, credit card transactions or other ac-
tivity that requires you to login to an account.51, 52, 32

Also, be careful of “honeypots,” fake public Wi-Fi spots 
that crooks set up to steal your data. If you try to use a ho-
tel’s Wi-Fi connection, for example, you’ll probably notice 
several possible Wi-Fi connections you could use. Some 
of these might be set up by scam artists. Always ask an 
employee about the correct hotspot. 53  Also, you might 
want to change the settings on your mobile device so it 
doesn’t automatically connect to just any Wi-Fi.32

If you want to check email, you should set-up two-factor 
authentication, which gives you an extra level of protec-
tion when you’re reading and sending messages via pub-
lic Wi-Fi. (We referred to two-factor authentication earlier 
in this guide.) When you’re done checking email, make 
sure you log out.54

If you have to access online accounts through Wi-Fi 

hotspots, make sure the website is fully encrypted, mean-
ing every page starts with “https.” Sometimes websites 
only encrypt the homepage. If you find other pages are 
not secure, logout immediately. 32

The FTC and other experts recommend purchasing a vir-
tual private network (VPN). It protects your data from 
crooks, the Internet Service Provider and the hotspot. 
Some examples are IPVanish, NordVPN and Tunnel-
Bear.32, 55,  56 

Such connections encrypt the traffic to and from your 
computer and the internet. Eric Griffith of PC Magazine 
describes a VPN as a “private tunnel” your information 
uses to travel from your laptop or smartphone to a re-
mote, anonymous server. 55

“To the outside world, the anonymous server is doing 
the browsing, not you,” writes Dustin Driver, for Mozil-
la. “The data is essentially gibberish to anyone who in-
tercepts it.”57

There are disreputable VPNs out there, so choose care-
fully. Read a PCWorld review of VPN providers. 56, 58 

Do you have a laptop? The FTC says treat it like cash. 
Never leave it unattended, and never keep your pass-
words with your laptop, or in its case.59

8
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Shop smart online

A record 85 percent of U.S. consumers planned to holiday 
shop online this season, according to Nielsen.60 For crooks, 
the holiday season is open season on unsuspecting online 
shoppers. Follow these tips to protect your information: 

Shop online from your home computer. Going to your 
local coffee shop is risky, because crooks have ways of 
monitoring public Wi-Fi. 

“Bottom line: It’s never a good idea to shop online or log 
in to any website while you’re connected to public Wi-Fi,” 
writes Kim Porter in an article for Lifelock, the identity 
theft protection company.61 

Use a credit card. Be wary of companies that want pay-
ment via Western Union or MoneyGram. Don’t shop with a 
debit card. Credit card transactions are better protected by 
federal law. 62

“In the event of a scam, with a credit card, the issuer must 
fight to get its money back. With a debit card, you must 
fight to get your money back,” says PackageFromSanta.
com.63

Make transactions only on “https” sites. Any website 
where you use your credit card should begin with “https” 
and have either a padlock or a green font. That means your 
credit card will be encrypted, and hidden from identity 
thieves. If you’re being asked to make a purchase through a 
URL that begins only with “http,” don’t do it. 62

Beware of fake websites. To make sure the website isn’t 
just a sham to get your credit card number, study the site. 
● Are the pitches too good to be true? 
● Is the site asking for too much information? Why does it 
need a Social Security Number to close a sale? 

“Don’t answer any question you feel is not required to pro-
cess the order,” the Privacy Rights Clearinghouse advises.62 
● Do the social media links work? Do customers comment 
on Facebook, and does the company respond?63

● Can you contact the company? The FTC says if there’s no 
email address, phone number or address for a brick-and-
mortar location, that’s a red flag for a phony company. 64

● Does it have a shipping and return policy? Any legitimate 
e-commerce company has one, and it shouldn’t look like it 
was carelessly copied and pasted.31

● Does the website include strange pop-ups? “If you get 
an email or pop-up message that asks for your financial 
information while you’re browsing,” the FTC says, “don’t 
reply or follow the link. Legitimate companies don’t ask for 
information that way.”64

Check customer reviews. Check the Better Business Bu-
reau. Do an Internet search with the name of the company 
and the word “review” or “complaint.”7 AARP recom-
mends checking for reviews at consumer-oriented sites, 
such as consumerreports.org and ripoffreport.com.65

Read the privacy policy. If the site is reputable, it should 
have a privacy policy. Find out if the company intends 
to share your information with anyone else. The Privacy 
Rights Clearinghouse says that could be a source of spam 
and mail and phone solicitations.62

Keep good records. Log all your online transactions, in-
cluding the product’s description, price, the online receipt, 
and emails you send and receive from the seller. Then 
read your credit card statements to check for suspicious 
charges.64 

9
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Protect yourself on social media

According to the Pew Research 
Center, 68 percent of adults in 
the United States use Facebook—
more than double any other social 
media network.66 

While Facebook brings families 
and friends together, it also can 
put your privacy at risk, exposing 
you to scams and, at times, un-
wanted acquaintances who want 
to “friend” you. 

Facebook itself gathers a surpris-
ing amount of information about 
you. In 2016 it was reported that 
the site targets advertising based 
on 98 data points it collects about 
your Facebook activity.67

These tips will help you better 
control your accounts:

Don’t be your own worst enemy. The Privacy Rights 
Clearinghouse says that in 2009 Carnegie Mellon Univer-
sity published a study showing it was possible to predict 
most and sometimes all of a person’s Social Security Num-
ber based on information mined from social media and 
online databases.68

Don’t post your phone number, email, date of birth, address 
or when you’re going out of town on Facebook. “The more 
you reveal in profiles and posts, the more vulnerable you are 
to scams, spam, and identity theft,” Microsoft warns.69 

Log out when you’re done. If you’re using a computer you 
share with other people, logout when you’re done. And 
when you login, don’t choose “Keep me logged in.”70 

Use two-factor authentication. Go into Facebook’s settings 
to stop crooks from accessing your account, even if they 
have your password.10 

Turn on your privacy settings. In the upper-right corner 
of the page, there should be an arrow with a drop down 
list that includes “Settings.” (On the Facebook app on your 
mobile phone, you can choose “Privacy Shortcuts.”)  Go 
through the sections for privacy, timeline, and tagging to 
see how you can enhance your privacy. 

You can limit who sees your posts, who can see your 
friends list, who can send you friend requests, and who 
can search for you by using the email address or phone 
number you gave. You can prevent people from finding 
your Facebook page through a search engine. You also can 
require approval for any photos in which you are tagged.71 

But remember to check the privacy policy and settings on a 
regular basis, because they change often.71

Block and report. People who are blocked can’t see your 

posts, add you as a friend, tag you in photos, or message 
you. You can also report people who spam or harass you.70

Enable login alerts. Under the security settings, you can 
have Facebook alert you if someone logs into your account 
from a new location.70

Turn off location tracking. If you use Facebook from your 
mobile phone, don’t let the site determine your location.10  

iPhone: Tap “Settings,” then “Privacy,” then “Location 
Services.”
Android: Tap “Settings,” then “Privacy shortcuts,” and 
then “More settings, and then “Location.”

Pause before letting third-party apps use your account. 
Many websites, games and apps let you sign up using your 
Facebook account. This could give the makers access to your 
friends’ details. Check what kind of information you will 
hand over if you use your Facebook account to sign up.

If you play games on the desktop version of Facebook, go 
to settings and then “Apps.” Click the edit icon (it looks like 
a tiny pencil) next to each app to see what information you 
provide the app. Uncheck the details  (email address, for 
example) you don’t want the app to have.70

Limit ads. There is no way to completely eliminate ads, but 
you can limit them. You can turn off or say no to:
● Ads based on your use of websites and apps.
● Ads on apps and websites off of the Facebook Companies.
● Ads with your social actions.71

Watch for malware. Watch for pop-up windows or an 
apparent greeting from a friend who wants you to click a 
link on the site’s Facebook Messenger feature. Click on that 
link and malware might spread to your computer and your 
Messenger contacts.72 
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Improving your  
Facebook privacy

Start by clicking  
on the question 
mark in the upper 
right hand corner  
of the screen.

Click on Privacy Checkup to verify your  
basic settings.

Privacy Shortcuts gives you direct access to  
basic settings as well as managing who can  
contact you.

Clicking on Privacy Basics at the bottom of  
the Privacy Shortcuts box will take you to  
Facebook’s separate web page where you  
can dive deep into all your privacy settings. 

*Check the privacy policy and settings on a regular basis, because they change often.

11
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You can lock your doors, lower the shades, and turn off 
the lights. But if your computer, cellphone or other devices 
are connected to a home network, you’re still vulnerable to 
intruders who can snake through the virtual passageways 
of your data lines or Wi-Fi signals to swipe your valuables, 
such as bank account information, medical records, and 
other private details that can compromise your finances. 

Just as with the front door to your house, you need to keep 
your home network secure from predators. First, we’ll ex-
plain the concept of a home network, and then we’ll review 
key tips for securing it.  

What is a home network?

A home computer network consists of devices – such as a 
computer, smartphone, tablet – that link together through 
a central hub, called a router (examples to the right).73 The 
router is the mechanism that connects all your networked 
devices through either cables or by transmitting a wireless 
(i.e. Wi-Fi) signal. 

A home network’s architecture is similar to your home itself.  
The router is akin to the main entrance, and each of the 
devices that it links can be thought of as individual rooms 
where prowlers can sift through your valuable information.  

The most secure home networks include measures to block 
intruders both at the gateway to the network – the router – 
and within the premises.  That means securing the router, as 
well as the information on each device within the network. 

Key tips to lock down your home network 

Your router is the central hub of your home network, link-
ing all your devices together through physical cables or by 
transmitting a Wi-Fi signal. The router itself connects to the 
internet through a modem, which funnels a signal into the 
home.  

Because the router ties the network together, it’s arguably 
the biggest target for hackers. Keeping your router secure is 
and important step to bolstering the safety of the network.

Customize your router’s default IP address and Password. 
An IP (short for internet protocol) address is a code – a series 
of numerals separated by dots (111.11.111.1) – that identifies 
the location of a device on your network. The password, of 
course, allows you to gain access to the device. 

When you buy a router (or you receive one from the compa-
ny that provides your internet connection, such as Comcast 
or AT&T), the device comes with a pre-assigned, or default, 
IP address and password.74 Often these manufacturer-as-
signed defaults are generic and easily hacked. You can create 
an obstacle to online prowlers by changing the default IP ad-
dress and password to something more unique and secure. 
(See instructions in “Helpful Resources.”) 

Prevent remote access to your router.  Most routers include 
settings that would permit an outsider to manipulate the 
device through the internet. Turn those settings off.75 You can 
always turn them on temporarily if you want to allow access 
to your router to a third-party – a technical support special-
ist, for instance, who might request remote access to trouble-
shoot a problem. (See instructions in “Helpful Resources.”)

If your home network uses a Wi-Fi signal, encrypt it. 
Encryption converts information you transmit through your 
wireless signal into a code that hackers can’t easily trans-
late. Wireless routers often come equipped with encryption 
capability, but it may not be turned on. You can explore and 
manage the encryption options for your router online. 

There are two main modes of encryption: Wi-Fi Protected 
Access (WPA) and Wired Equivalent Privacy (WEP). WPA2 
is widely considered to be the more stringent and safest 
means of encryption, but if your router is older it may not be 
compatible with this protocol.  In that case, consider buying 
a new router that can accommodate WPA2.76

Install a firewall. A firewall is software or hardware that acts 
as a barrier around your home network, intercepting and 

Secure your home network

Examples of routers. 

12
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neutralizing suspicious data attempting to enter.77  Many of 
the devices connected to your network are outfitted with 
firewalls. There are online tutorials (see “Helpful Resourc-
es”) that will help you ascertain whether these firewalls 
exist and are activated. Also research additional third-party 
firewall protection.78

Install and update security software on your devices. Your 
computer and other networked devices are powered by 
software known as operating systems, which are continually 
updated by the manufacturers to repair any security defects 
that hackers may be able to exploit.  

The same is true of the software that runs the applications, 
such as word processing programs and web browsers, that 
you may use on your computer. It’s imperative to install the 
latest updates (sometimes called patches) to these software 
systems to ensure that your system is as protected as pos-
sible.

You can instruct your computer to receive and install these 
updates automatically.  If you’re not sure how to do that, 
try typing “automatic updates” in the search bar on your 
computer, which should give you a link to information that 
guides you through the key steps.79 

Similarly, consider arming your computer with anti-virus 
and anti-spyware software. Some of this software is available 
for free, others for purchase. Do your research and be sure 
you install a reputable product.79     

Back up your data. It’s crucial to store a copy of all your files 
– known as a back up – at other locations.80  There are two 
key rules to effective backups: redundancy and frequency. 
Redundancy means that you should back-up files and data 
at multiple locations outside your computer. The more back-
ups you maintain, the more likely you’ll be able to salvage 
your files and data if you’re ever victimized by a hacker. 

Frequency means that back-ups must be conducted at regu-
lar and frequent intervals – weekly, at a minimum – so that 
your back-ups contain the latest content (new documents, 
e-mails, etc.) that you’ve added to your computer.  

Files can be backed up through several means:

External Hard Drive.  An external hard drive is just as 
it sounds:  It’s a compact, lightweight, portable storage 
device for your files and data.  By plugging a hard drive 
into your computer, you can copy all of the material stored 
there onto the external hard drive – essentially isolating it 
from hackers.   

One caution, however:  external hard drives, like most elec-
tronic devices, can deteriorate over time. (Rough estimate: 
They last three to five years.)81 For that reason, keep cogni-
zant of the age of your hard drive, consider buying a new 
one occasionally, and, most importantly back-up your files 
at a second location.

Cloud Storage.  You can also preserve a copy of your files 
and data at a cloud storage system.82 Think of the cloud as 
storage capacity that you rent on a server residing outside 
your home.  You can duplicate your files and data by stream-
ing them over the internet to the storage company’s site. But 
do your research - cloud storage can be hacked as well.

Is a creep spying through your webcam?

If your laptop has a camera, crooks may be able to 
turn it on and spy on you. Consumer Reports recom-
mends doing what Facebook CEO Mark Zuckerberg 
does: Cover the web cam at the top of your computer 
with tape or a Post-it.10

13
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Control the information companies collect about you

We know online crooks and scam artists scheme to get our 
personal information, but big advertisers and corporations 
like Facebook and Google want it too.

You will never completely prevent companies from track-
ing your online activity, but you can do some things to 
limit it. 

Whenever you visit a website, it gathers small files of infor-
mation (also called first-party cookies) that can be helpful 
to our web browsing experience. For example, these cook-
ies remember our logins and what’s in our cart when we 
shop online.83

But third-party cookies, placed by advertising companies 
on websites and browsers, may be more of a concern to 
people. They track our online activity, develop a detailed 
history of the sites we visit, and help advertisers target 
their pitches. For example, if you read a lot of recipes on-
line, you may see ads for cookware.83

Browsers have different ways to delete or limit cookies. If 
you do block cookies, you may limit your browsing experi-
ence and have to enter information repeatedly.83

You also can set most browsers to “do not track.” Com-
panies then know your preference not to be tracked from 
site to site. If companies have committed to respect “do 
not track” preferences, they are legally required to do that. 
However, the FTC says many companies haven’t commit-
ted to that.83

You can get more information about protecting your pri-
vacy on the help pages of your favorite browser. See the 
Helpful Resources section.

Other tips
●  See a tool for opting out of targeted advertising from the 
Network Advertising Initiative and the Digital Advertising 
Alliance (DAA) at OptOut.AboutAds.Info.83

●  You can look into a plug-in that can help you reduce ads. 
An example of a free one is Privacy Badger, by the Elec-
tronic Frontier Foundation.10

● Advertisers also track our mobile app usage. The FTC 
says you can follow these steps to limit, but not eliminate, 
tracking.83

Phones based on the iPhone operating system (iOS): 
Settings-> Privacy-> Advertising-> Limit Ad Tracking

Phones based on the Android operating system: 
Settings-> “Google”-> Ads > Opt out of Ads Personalization

“Why would an application about the weather need to know your Social Security number?”

Even if an app isn’t fake or malicious, it could compro-
mise your privacy. 

Any app will ask you for “permissions” to access cer-
tain data to do its job, and they could ask you for more 
permissions than they actually need.84, 85, 86

“For example, why would an application about the 
weather need to know your Social Security number?” 
wrote AARP writer Noemi Garcia. 37

• Review the privacy policy, as well as the terms and 
conditions/license agreement for the app. Make sure 
the app has no plans to share your email address, 
phone number or mailing address.85

• Review the app permissions.86 

On Android: Go to Settings, tap Apps, tap the app 
name, tap Permissions.

On the iPhone: Pick the name of the app from Set-
tings.

• Apps can track your location, but your smart-
phone settings will allow you to disable these 
“location services” for each app. Aside from map 
and weather apps, there probably aren’t many other 
apps that need to know where you are. 

• Turn off app notifications. An app may send you 
notifications that pop up on your lock screen, and 
that could expose a private conversation and other 
info. You can turn off notifications for any app.34

iPhone operating system: Settings, scroll down to the 
app you want and select it, tap Notifications, slide the 
toggle to the left next to Allow Notifications. 

Android: Settings, tap Notifications, select app, 
choose Block all.

14
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General 
There are many excellent resources available if you want to learn more about protecting your privacy. CUB wishes to 
thank the following organizations and agencies for fighting to protect people on the internet. 

● Consumers Union 

● Electronic Frontier Foundation 

● Federal Trade Commission 

● Privacy Rights Clearinghouse

Also check the help pages of major internet browsers: 
● Firefox
● Google
● Internet Explorer
● Safari

Strengthen your passwords 
For instructions on setting up two-factor authentication, read this Electronic Frontier Foundation blog: “The 12 Days of 
2FA: How to Enable Two-Factor Authentication For Your Online Accounts”  

Check a list of websites that support two-factor authentication at twofactorauth.org. 

Want a great password? Try the “Diceware” technique to create rock-solid, truly random passwords: 
1) Roll a six-sided die five times. Each time write down the number. 
2) Search online for “Diceware word list.” You’ll find a list of 7,776 words. 
3) On the list, find the word that corresponds to your five-digit number. 
4) Repeat this process five more times until you have a six-word passphrase that’s nearly impossible to guess. (Put 
spaces in between the words, or not.)
5) Add a seventh word for another level of security. 

Read more: Animated Overview: How to Make a Super-Secure Password Using Dice  

Keep your email safe
● Block someone’s email in Gmail 
● Block someone’s email in Yahoo Mail
● Block someone’s email in Outlook

Sign up for free scam alerts at FTC.gov/scams. 

If you are a victim of identify theft, report it at the FTC’s special website: identitytheft.gov/ 
 “5 ways to spot a phishing email,” CSO

“How to recognize phishing email messages, links, or phone calls,” Microsoft
 “How to spot phishing,” PhishMe

Protect yourself from harmful pop-ups, websites, and apps
● Block pop-ups in Chrome

● Block pop-ups in Safari

● Block pop-ups in Firefox

● Block pop-ups in Internet Explorer

● Block pop-ups on an iPhone/iPad

Helpful resources
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http://consumersunion.org/
https://www.eff.org/
https://www.ftc.gov/
https://www.privacyrights.org/
https://support.mozilla.org/en-US/products/firefox
https://support.google.com/?hl=en
https://support.microsoft.com/en-us/products/internet-explorer
https://support.apple.com/safari
https://www.eff.org/deeplinks/2016/12/12-days-2fa-how-enable-two-factor-authentication-your-online-accounts
https://www.eff.org/deeplinks/2016/12/12-days-2fa-how-enable-two-factor-authentication-your-online-accounts
https://twofactorauth.org/
https://ssd.eff.org/en/module/animated-overview-how-make-super-secure-password-using-dice
https://support.google.com/mail/answer/8151?hl=en&authuser=0
https://help.yahoo.com/kb/SLN3402.html
https://support.office.com/en-us/article/Block-a-mail-sender-B29FD867-CAC9-40D8-AED1-659E06A706E4
https://www.consumer.ftc.gov/scam-alerts
https://www.identitytheft.gov/
https://www.csoonline.com/article/3172711/phishing/5-ways-to-spot-a-phishing-email.html
https://www.microsoft.com/en-us/safety/online-privacy/phishing-symptoms.aspx
https://phishme.com/how-to-spot-phishing/
https://support.google.com/chrome/answer/95472?hl=en
https://support.apple.com/guide/safari/block-pop-ups-and-unnecessary-content-sfri40696
https://support.mozilla.org/en-US/kb/pop-blocker-settings-exceptions-troubleshooting#w_pop-up-blocker-settings
https://support.microsoft.com/en-us/help/17479/windows-internet-explorer-11-change-security-privacy-settings
https://www.lifewire.com/manage-pop-up-blocker-in-safari-4136249
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Helpful resources (continued)
Learn about more secure Internet browsing with the free tool HTTPS Everywhere. 

Not sure a website is safe? Copy and paste the URL here: Google Safe Browsing Transparency Report. Click “Site status.”

Your computer’s infected. Now what?

“How do I protect myself against malware,” Surveillance Self-Defense, Electronic Frontier Foundation

“Malware,” Federal Trade Commission.

Tim Fisher, “How Do I Get My Computer Fixed?” Lifewire, Updated July 19, 2017 

Tim Fisher, “Five Simple Fixes for Most Computer Problems,” Lifewire, July 27, 2017.

Shop smart online

Better Business Bureau 

Consumer Reports. (Also, check out Consumer Reports’ article on privacy: “66 Ways to Protect Your Privacy Right Now”)

Protect yourself on social media

Facebook Help Center 

The Privacy Rights Clearinghouse 

Brian Barrett, “How to Lock Down Your Facebook Privacy Settings,” November 14, 2017. 

Secure your home network

How to change your router’s default IP address and password: 
● CNET: “Home networking explained, part 6: Keep your network secure”  
● Lifewire: “What is an IP Address?”

Keep your router from getting hijacked: CNET: “Home networking explained, part 6: Keep your network secure”  

Manage the encryption options for your router online: Lifewire: “How to Encrypt Your Wireless Network”

How to determine if your firewall exists and is activated: Lifewire: “How to Test Your Firewall”

The information companies collect about you

Privacy Badger is a free tool from the Electronic Frontier Foundation that allows you to help limit online ads. 

Get more information on cookies on the help pages of your favorite browser: 
● Chrome
● Firefox
● Internet Explorer
● Safari

For general tips on enhancing your privacy, see this information on your browser’s help pages:
● Google
● Internet Explorer
● Firefox
● Safari

https://www.eff.org/https-everywhere
https://transparencyreport.google.com/safe-browsing/overview
https://ssd.eff.org/en/module/how-do-i-protect-myself-against-malware
https://www.consumer.ftc.gov/articles/0011-malware
https://www.lifewire.com/how-do-i-get-my-computer-fixed-2625167
https://www.lifewire.com/simple-fixes-for-most-computer-problems-2618166
https://www.bbb.org/
https://www.consumerreports.org/cro/index.htm
https://www.consumerreports.org/privacy/66-ways-to-protect-your-privacy-right-now/
https://www.facebook.com/help/
https://www.privacyrights.org/consumer-guides/social-networking-privacy-how-be-safe-secure-and-social
https://www.wired.com/story/how-to-lock-down-facebook-privacy-settings/
https://www.cnet.com/how-to/home-networking-explained-part-6-keep-your-network-secure/
https://www.lifewire.com/what-is-an-ip-address-2625920
https://www.cnet.com/how-to/home-networking-explained-part-6-keep-your-network-secure/
https://www.lifewire.com/how-to-encrypt-your-wireless-network-2487653
https://www.lifewire.com/how-to-test-your-firewall-2487969
https://www.eff.org/privacybadger
https://support.google.com/chrome/answer/95647?co=GENIE.Platform%3DDesktop&hl=en
https://support.mozilla.org/en-US/kb/cookies-information-websites-store-on-your-computer
https://support.microsoft.com/en-us/help/17442/windows-internet-explorer-delete-manage-cookies
https://support.apple.com/kb/ph21411?locale=en_US
https://support.google.com/chrome/answer/114836?co=GENIE.Platform%3DDesktop&hl=en
https://support.microsoft.com/en-us/help/17479/windows-internet-explorer-11-change-security-privacy-settings
https://support.mozilla.org/en-US/kb/settings-privacy-browsing-history-do-not-track
https://support.apple.com/kb/PH25672?viewlocale=en_US&locale=en_US
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